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Threat Elicitation

ABSTRACT
Creating secure and privacy-protecting systems entails the simultaneous coordination of development activities along three different
yet mutually influencing dimensions: translating (security and privacy) goals to design choices, analyzing the design for threats, and
performing a risk analysis of these threats in light of the goals.
These activities are often executed in isolation, and such a disconnect impedes the prioritization of elicited threats, assessment
which threats are sufficiently mitigated, and decision-making in
terms of which risks can be accepted.
In the proposed TMaRA approach, we facilitate the simultaneous
consideration of these dimensions by integrating support for threat
modeling, risk analysis, and design decisions. Key risk assessment
inputs are systematically modeled and threat modeling efforts are
fed back into the risk management process. This enables prioritizing
threats based on their estimated risk, thereby providing decision
support in the mitigation, acceptance, or transferral of risk for the
system under design.
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INTRODUCTION

The principles of Security and Privacy by Design (SbD/PbD) are
increasingly recognized as essential for preventing security and
privacy design flaws [1]. Recent regulatory efforts such as the EU
General Data Protection Regulation (GDPR) [7] even introduce
the obligation to adhere to privacy and data protection by design
and by default, for all systems or services that process personal
data. Threat modeling approaches contribute to the realization of
these principles by providing a systematic, rigorous, and methodical
approach towards a security and privacy analysis.
Threat modeling methodologies, such as STRIDE [9, 10] or LINDDUN [5, 21] use Data Flow Diagrams (DFDs) [4] as a representation
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Figure 1: Three dimensions to approach security needs [20]

of the system. Systematically iterating over all model elements leads
to the identification of potential security or privacy threats. In a
subsequent step, the identified threats must be manually assessed
with respect to their importance (based on likelihood and impact).
Such assessments ideally involve other stakeholders, tapping into
existing risk analysis methodologies and architectural analysis approaches [8, 11]. In practice, these activities require substantial
effort and expertise, partly due to their disconnected nature.
In this paper, we present a novel approach called TMaRA (Threat
Modeling and Risk Analysis) which involves integrating threat
modeling and risk analysis activities. Specifically, existing threat
modeling artifacts are enriched with the information to conduct risk
analyses, allowing for tighter integration between risk assessment
and threat modeling. Similar to other approaches [12], this combined analysis provides a list of threats. A second distinguishing
factor of the TMaRA approach is that the threat list is further enriched with risk estimates considering (i) the value of the threatened
assets, (ii) the likelihood of various types of attackers to pose these
threats, and (iii) the difficulty for attackers to overcome the security
and privacy countermeasures in place. As such, the knowledgedriven approach allows continuously monitoring progress in terms
of risks mitigated by existing countermeasures and residual risks,
and provides a better basis for what-if or change impact analysis.

2

RELATED WORK

Türpe [20] discusses security needs as interactions from three dimensions: design, goals, and threats (as depicted in Figure 1), and
observes that many existing efforts are focused on a single dimension. We structure this section by focusing on the threat-related
interactions in this framework:
Threat–design interactions. Threat modeling, originally introduced by Microsoft and part of their security development lifecycle [9, 10, 15, 17, 18], is widely adopted, with multiple real-world
applications in the industry [6, 15, 18], and readily-available tool
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support from Microsoft [12]. In these existing approaches and applications, data flow diagrams remain largely security and privacyagnostic models, with only minor, and often ad-hoc, additions for
security or privacy. However, recently there have been several proposals for extensions to these data flow diagrams to more systematically representat of security- and privacy-relevant information and
increase the efficiency of threat modeling approaches [2, 3, 16, 19].
Threat–goal interactions. Risk analysis approaches elicit security
requirements starting from security goals or anti-goals, such as in
CORAS [11]. They can be used in a complementary fashion to threat
modeling [13]. Also related are attack trees [14], which start from
attacker goals and explore the possible ways to achieve those.
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TMARA: THREAT MODELING AND RISK
ANALYSIS

We shortly outline the core principles behind the proposed TMaRA
threat modeling approach, focusing on how it advances the state
of the art for the threat–design and threat–goal interactions. Improvements in both are based upon enriching the input models.
Threat–design interactions: solution-awareness. Many threat
modeling approaches start from a plain DFD model [5, 9]. which
defines an abstract view of the system under design. This model is
used at the basis for eliciting threats by matching model elements
to certain predefined threat expressions. A key problem however is
that such approach is completely agnostic to any existing security
countermeasures. Tools such as the Microsoft Threat Modeling
Tool [12] take these into account to a limited degree by attaching
simple properties to individual elements which prevent certain
threats from being generated. For example, each data flow has a
predefined boolean property Provides confidentiality. While useful,
such properties are very local and their expressiveness is limited.
TMaRA involves creating a more extensive representation of
security solutions in the form of architectural patterns for security
and privacy [22]. By separating this information from the threat
generation process, security solutions can be extended separately.
Pattern instantiation happens by allocating roles to DFD elements.
These roles specify the Countermeasures and the threats against
which they protect. This approach leads to enriched DFDs [16].
Threat–goal interactions: asset value, strength of the countermeasures, and explicit attacker model. Risk analysis explicitly takes into account elements of uncertainty and is thus probabilistic in nature. Integrating risk analysis into threat modeling
allows for the assessment of a threat’s applicability on a continuous
scale instead of a traditional binary scale (i.e. applicable or not).
This is accomplished in TMaRA in a knowledge-driven fashion, i.e. by taking into account three types of estimates: (i) the
inherent value of affected assets in the DFD, (ii) the strength of
countermeasures (the degree to which the probability of threat
has been reduced as a result of implementing the countermeasure),
and (iii) an explicit attacker profile that provides estimates on the
technical capabilities of potential adversaries (probability that an
attacker of this type will be able to realistically exert the threat).
The resulting threat prioritization is not final, which leads to
more realistic assessment as no security/privacy mechanism is perfect, i.e. the strength may decline over time, as new vulnerabilities
emerge, and as attacker capabilities (and assumptions) change.

4

CONCLUSION

Existing threat modeling practices lack grounding in data related to
the security goals of the system under consideration. Additionally,
risk analysis practices are disconnected from the concrete design
of the system and the threats that such a design encompasses.
The presented TMaRA approach addresses this disconnect by
extending DFD-based threat modeling and enrichment in terms of
security and privacy solutions, and risk analysis simulations based
on concrete element value estimates, countermeasure strengths,
and attacker types. The resulting analysis is more tuned to reality,
in which nothing is 100% secure, but countermeasures do represent
a reduction of the risk of a certain threat manifesting itself. Additionally, the risk-enriched threat list enables the threat modeler to
monitor progress in reducing and managing the overall risk.
In ongoing work, we are implementing a prototype in which
threat modeling is augmented with risk analysis, and in which
integration is accomplished with external knowledges sources (vulnerability databases, security solution catalogs, etc).
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